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Encryption
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Abstract:  Fully homomorphic encryption and post-quantum cryptography rely heavily on NTT (Number Theory
Transformation) to accelerate polynomial multiplication. As the dimension of NTT polynomials increases, the storage and
transmission of rotation factors have an increasingly serious impact on the system. To solve this problem, this paper designs
a twiddle factor generator with low area cost for fully homomorphic encryption. This paper first analyzes the calling rule of
the twiddle factor of the NTT algorithm and proposes a dynamic twiddle factor generation scheme. Through data generation
and overwriting, the twiddle factor is compressed to 0.12% of the original storage space. When performing the NTT opera-
tion with a dimension of 65 536, only 78 units of storage cost are required. Secondly, based on the RNS-CKKS scheme in
fully homomorphic encryption, this paper evaluates 120 prime number modules with low Hamming weights and 60 bits
wide, proposes a lightweight Barrett modular multiplication algorithm, and designs a modular multiplication unit with low
area cost based on this algorithm. Finally, based on the dynamic twiddle factor generation scheme, this paper implements a
low-cost dynamic twiddle factor generator for the Radix-16 NTT butterfly unit of fully homomorphic encryption, meeting
the actual requirements of NTT operations in fully homomorphic encryption. To further verify the superiority of the hard-
ware design in this paper, experimental verification was conducted on the Zynq UltraScale+ XCZU9EG device. The operat-
ing frequency reached 252 MHz, and the Slice resource consumption was reduced by 15%. The comprehensive implementa-
tion was carried out at the 40 nm CMOS (ss-corner) process node. Compared with the existing designs, the hardware design
TPG (Throughput Per Gate) in this paper has increased by more than five times.
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BRI g J5 A FF 6 S0 g 19 S R T B AEE 1 /)y
{5 min ( HM,,,. ), B0 Half-Mult 5035 7 75 230 R 00
oA %, min (M, ) #/1N , ModMult BT T 314 #E (14
B 2 T AR A /0> . DA ST o PR 70 B S 0 3 34 I 1) B A
i Dy, AR A T DUIACE T W R AR L2 g 1Y
B, ST min( HM,,, ) K, J6 1% % 5 i i
ROR . N T WA 1Y g BRI /£ RNS-CKKS B 1
B 58 BRI, 5 B AR AIE 59< [log,q| <60, S T P& (K
min ( HM,,. ), T I1H ¢ 2R hy g=2" 22" 22" 4. &
2t 1 BRI A E /N T A5 T 6, 1% 0 1T LA 3
TNAFA Z A B g 098, ELAEREF T AN IE gt R
HFE . TEAMF 2 ESR T 76 Barret B 7E1TE |
BLoR I=[log,q ]|, T=|2%/q], %4 [log,q|=59, 7E I>2-
shy+18f A A5
@ E2M £ 2T )2 F 2 F 2 F 2Tk )
=M (@22 £ 2Tk )25 2% g
(10)
R LA B8 TR AFR/R A T=2" 52" 52" F .- F
2 1, Hod 152 shy + 1. R XA &A%, AT LU A 5L
Hh R E R TR AW R L L I Y =27+ 2" £2%+
e A2 152, 1= 60, THIIE R L Barrett 15376
SRk 7= 2%1q |, LADUHTAL TR HM, =4 51, i ot 440

iy A A A g (A7 27 -2 -220 41,27 =242 +
1.2% =221+ 210+ 1 I b 34l /2 45 1F (1) L (2) A 8kdl i
FEITE (2 - 2%%,2%). Barrett B3 531k i 4% .00 JE AR R
T B O AV RS ORI E R R s B X S
BN T R BRI S T DR SR 0 I PR R T
SRR R TR R SR O TE B R G 2
PSP X SRR H o T 605 Tk B E LSS
SR, RSO E g = 2% + 2 £ 2 o £ 2 £ ] > 290,
1>2-sh+ 1 & A 1=59 MidE /=60, 7 2
X Barrett B3R L A T4 HT ATt .

NPT A U<q?, q=2"+2"x2" 4 4221 1>
2%, q WIARTRRIEL T e T=2% - 2" g2 .. 322 g 1,
H =59, H1>2 -sh +1. 1F Barrett B.ykE 7, Umod g =
U—kq, FA T ZH 2 k(Ao o,

L T=2"g-T,, P 0o<T,<1,0

- (1

Bq=2"+2"+2" % 22 1 =204, N 3RS

H

2

Z%-To-q:1+§+%<2 (12)
PRI f 26 A T 5058 22 3 FEITE 29 T, PR FRATT AT LA
HRIIZ IR ZE R G ATIE I, itk 53 3.

HEik3 B E Barren #ERE %
BIN:A.B.q.1=59. T=|2"/q|
#itH . 4 x B(mod q)
1.U=4AxB

2.V=U>(+1)
3.W=WxT)y>(1I+1)

4. X=Wxqg(mod2"*")

5. Y=U(mod2"")

6.1F (X<Y) Z=X-Y+2""!
7.ELSE Z=X-Y

8.1F (Z>2q) Z=Z-2q
9.ELSEIF (Z2q) Z=Z—q
10. RETURN Z

BT BB, FRATTHE 60 17 5 A B Hh AT ok
M FLLg=2"+2"+2%4 . 2%+ 1 (IE 8 P 50 ds
A, e DA AT AT B2 e s AR TR S B0l , DLtk
P B [ e DA, B AT P SO A LR Y
i B . FEDUHALE R 4.5 .6, R IAF A KR
S g B 5o 54 T1AS (2361 . O TR REAS T
I SZ R FHE R AR SC i 2935 O BHALEE  6 [ ¢
HIEES . N T B I Hb 5E A ModMult BT RE F 8T, AR
SCIICBIALEE S 6 1 236 MRt i rh , X sh ~sh, 975
R A7 20— 25 B i) ke O A0 B8 4 v B8 o7 B i Y e, L

/[Full-Mult

//Half-Mult
//Half-Mult
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%

il 2025 4F

PRI A BEAS sh, 19 728 4 BR ) 7 +4 J8 B LN, e 280 o
shy~sh, e RAE G50 28 .27 .23 .21, I /ME 535114 25
231917 ,AHX 8 4 bit, 2 120 MF 5% 51 ¢,

R T H A g 8.
F1 HU<6HIFBHEERE g
Hs 9, 910
1 29428427 2B 24 576 460 752 697 163 777
2 29428427 22 2V 4 576 460 752 703 455 233
3 2942827 22 24 576 460 752 435 281 921
4 294282210 174 576 460 752 438 558 721
5 2942827 2140174 576 460 752 437 248 001
6 2942840 2B 404 576 460 752 631 103 489
7 29428402 2B 40 4] 576 460 752 631 103 489
8 2942840402 2174 576 460 752 643 031 041

A4[59:0] —|
B[59:0] —> ><

Full-Mult

sha[1:0]
103
+/—+H

Half-M ult(High)

T RS, AT min (HM,,, ) =6 #9120
AR, IR 3, AR SR T T W E 5 T T, ad
A AN AR T B B Th A P Half-Mult 5153,
e K 24 1 e 1 VR, T AN 4 JAL RNS-CKKS 7 %
W TIRE . 74 4151, 3 i H] Lattice-Estimator %
S PEAL T H XA SCHE B BLEAT T PR AL, AR 4 CKKS
T& RS E n=2" B2 o=3209 50T, Xt q,
HEAT T 2P PEA, , B BUA 09 & I i o F B, g
Mgt ek

class=/x0.292 (13)
DYNE i ey
quantum = f x 0.265 (14)

HREi AL 128 bit 1Y A VETR.

Result
correction

1/[59;0]T

sha[1:0]
60
) T/~

Half-M ult(low)

5 k)5 Y Barrett #53[ BT

5 HEZRESMENNSEREE T ERR

TSR =719 B D 1A U 80, A stage W1 R
A S BT BT TAT (4 JE 5% TR - 3L 3 424, stage A2 i
R T AT e Rl A 40 (L E AN E R T,

4% K s bank 1 £76iff 1 11T stage ¥ 4R A2 BUAY 311>
JE e R -, S T 5 (45 il B4 stage 1565 — AN e IR+
F7AE  bank 1 AR ARSI TR0 R O A e e [5 - ( R
“17) , FERE stage IHT 40 A I b, B34~ F A% o 154>
i€ ¥ Bl F . bank2~bank5 43 7l 7 fik T wO. wl~w2,

2T S8 W R A SR T BEATAE 78 N ISR R . SR, N
A T AR T SR B AR SCHG 0/ i B A A S
[E] fe A7 it 350 43 1 J 52 B, 8 i A T L TAE 1 i
RT3 AT R X, BRI E 6 BTk . i A7 6t 4 N K1
4% 6 M7 bank , HoHt bankO 7EA% 5 M 1.2-+43.2 768
B 16 AN ik R 7, 78 JE G PR 7 2 1 2o 78 v A Yk i 14

w3~w6  w7~wl4 A B BE T AT 1 10 4 e 5% B AR e
stage M1 [ Bt LA B i1 80 547 28 £ 4 ) . BankO~bank5
SEBRIHFE 88 AR R F A AE R 2S 1], BLAR 5 Z i 7
AL ZATAE T 3N T 104 BN A7 2 18], {H 2%
5 G A T e DR 7 A A S R R A A G ik
JSC LA TR B ) 45 o 32

Bank0 Bank 1
addr | addr 0 | addr 1 | addr 0 | addr 1 | addr 2 | addr 3 Bank2 Bank3 Bank4 Bank5
0 1 256 0 4 096 2048 6144 8192 4 096 2048 1024
1 2 512 32768 | 36864 | 34816 | 38912 | —4096 | —2048 | —1024 -512
2 4 1024 16384 | 20480 | 18432 | 22528 |-10240 | -5 120 | —2560 | —1280
3 8 2048 49152 | 36864 | 51200 | 55296 [-13312 | -6656 | —3328 | —1664
4 16 4096 8192 12 288 10240 | 14336 [—-14848 | 7424 | -3712 | —1856
5 32 8192 40960 | 45056 | 43 008 | 47 104 |-15616 | =7 808 | —3904 | —1952
6 64 16384 | 24576 | 28672 | 26 624 | 30 720 |-16000 | —8 000 | —4 000 | —2 000
7 128 32768 | 57344 | 61440 | 59392 | 63488 |-16192 | 8096 | —4048 | —2024
8 —16288 | -8 144 | -4 072 | -2 036
9 —16336 | -8 168 | —4084 | —2042
6 4 Bank Jigkk K 7 HU7F it 75 00
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AT Radix-16 NTT 3525 e 4% 28 i 5 &
YRF AR KT, B AR A HT G e R
A, ModMult 3 55T A 4 45 ¥4 1) e K /K B 4, 7E
5 4745 TP AR RS Y Mod Mult 3 870 1y & 1, AR SC3d
TR 5 S Ak T A ModMult BT, 38 45 fef FH /et Fn
Fe i B AEXT B4~ Half-Mule 547 1T AR, (H7E 45 5 1E

HEE I T FIWCRIRE BRAE . O T AR R AR TR RE , iE
ity SR RS BT HEAT & B J K R 23 . AE ModMult .
TEH, 60 HE AR IR 12 AR R 20 B S B B AR B IS, AU, AR
SORFZARNEYR I3 0 4 P52 1 30 e sfe i LA K 2 JZ=m
AR O 5 )5 SLM 4 Half-Mult #2405 F1 25 RAE 5
AT T NP7 B KGRIy

A[59:30]
A|i) 30]
B[29:0]
A[29:0]
B[59:30]
4|29 o|

Half-Mult(High)

5
3
-

stagel

T Tt T T

Result
correction

Half-Mult(low)

stage2

K7 ARBA IR B IT Y ik 2 K o

FE X Ttz DXL ) A it RATG B A A3 BRI 1Y 3
Th AT T U 8 o A9 18T ) 4[] A5 %8 ) NTT %%
s A5 R S5 R e R T & A A8 Radix-16 NTT
W32 58 R 2 R il 4 A . v e IR R A Al
A AT ST 53, A0 58 o 5 18] 6 /s 1 6 A fif
bank , 315 3% 73 4 & 15 4> ModMult 5T , 43 5] XF 1
wO~w 14 B TS R 77 A=, HL i 4 il g FL A4 i e e 1A
T &A= 4% N 22 Bank 9 47 BURITRR 3¢ BT 9 i A JE 5 5
RBU 35 32 250, B0 H 14 ModMult, 14>
BEIFR 1 AR TT L B, [RIREA 1 4 DK 4540, 1%
PR 286 3 AR 1l 16 DK

— il Radix-16 Butterfly Unit
— B —f{ BU |1 BU | [ BU BU |
Z
U BV BU BU BU |
———————— 7 BU BU | BU BU |
| | //:j BU B0 | ] BU BU_ |
| S | =B BU | | BU BU |
| |/| —{ BU BU BU BU |
[ S =
T T o ol ol ol N e e e e o

el T T e T e Py

T[] 2x [ 4 [ ] 8 [ ]
control Tfwo T F fae " fff fewe P-4

‘ ‘ ‘ ‘ Bank2 Bank3
| addr Generator }*» 1obit || se0bi

Twiddle Factor Generator

[#8 Radix-16 NTTZE T

AT 0] 22 T 4R B2 O 210 B NTT 530, o 42 1 4%
ST 44> I ] TFG S 7 A2 15 4 BT 1 e [ 5
I o K BIXE R B ST FETH S A P NTT 5

I BEA stage T FERS AP JE1 0 22, S AR T4 #E 65 556 1
Bt 4 B B L 15 > ModMult 285G LA K 88 e #% I 7 1 1
=< .

6 SRS

A 3 H) FH Verilog HDL 43 % 7£ Xilinx Vivado
(v2019.1) g T H L ilFAT45 & S0 I 5 i S 4FAH ¢
B FEHEAT T X EE A 0B . AR SCE el i Vivado2019.1
AT B3 S BUE R 752 Virtix-7 W1 ) Zynq
UltraScale+ XCZUOEG , 515 TAES%IA 252 MHz, %2 H
IRFEIR T RS TRG BEHTHE FPGA 15256 b, 5 AN ] 3¢
ik PR R T R AR AR AT R B B . FE ASIC R X
FL S5 B BT AR 4 S NTT A 38 (AR 2R AL ) SE G 45
SR, A T ARIA SCBE TR B AR SIS F A Dy
R AAAR IR BT A TS T 8 /R Y NTT Y & 48
¥, 33T 40 nm CMOS (ss-corner) T. 2 25 T 46 )G
25, 22 3 HLRGI T A SCIR T TE ASIC 5 1 B RE S5
553 JUAFEAH OCTF 58 AR A EAK

FEEEXT TFG BB TS50 2, STk [ 13 5% 41 %o 4
FEN R 22 M NTT iz B it 1 e I+ &A= 4% (d
F T FIFO 47 JRMIRER | B8 He 40 LU 51 R 3.13%, 5%
SCHRAH L, 25 S0 A5 TPS 77 T FH24 20% , ek A1
A7t ST A B 2S T8] 114 0.13% , 76 A7-fit 25 6] 7 1 K AIG
TG R B T A AR E R . 3
MRL14, 15 150504 NTTER: IH & AE 25 (%) FPGA S
e, Hod, SCHR[14 13511 B9 IFAT on-the-fly TFG £ X #3147
NTT A [FI stage 73 Bl B AL E e K F- , i@ 4 feedback i



2944 G + Eihd 2025 4F
R2 FPGAZWHERFEL

o b Sk et n Radix log,(¢) Freq LUT/FF/DSP/BRAM Slice Throu(Gbps) | TPS(Mbps/Slice)
SCiR[13] U250 2"t 16 60 250 24 398/17 475/150/25 13.6 k 59.40 437
SCik[14] KCU105 2" — 64 150 53 000/830/545/0 18.8 k 38.40 2.04
SCHR[15] U250 2'6 16 48 300 2 082/11 542/420/15 235k 54.41 231
SCHiRL16] ZCU102 210 16 60 200 11 850/21 645/180/25 13.6 k 46.87 3.44

AR3C ZU9EG 2'6 16 60 252 33 128/10 110/150/0 11.6 k 60.42 5.21

AR 755 : U250 UltraScale Alveo U250; KCU105: Kintex UltraScale KCU105 ; ZUEG : Zynq UltraScale+ XCZU9EG ;ZCU102: Zynq UltraScale+
ZCU102. #Slice:#Slice ~ LUT/4(7 series) ~ LUT/8(UltraScale), 1 DPS ~ 102.4Slice(7 series) ~ 51.2Slice(UltraScale),36 Kb BRAM ~ 232.4 Slice(7 se-

ries) ~ 116.2 Slice(UltraScale)."!7!8!

BB GE o U AR NTT 12 5, 3fe 1 W2 R A A1) R OR
i, HH T SOk [14,15], AR SCR T TFG R Radix-16
NTT BTC AR stage HEAEXT R 5 ERE R T, B4R 1Y TPS
PTH T —AEU L SCERL 16 IR g, [RIRESR T —Fh

R RAS ORI BT, {H S 5 AR 124, 1T A Sl i
WAL, I T 120D Z 808, IF 5 Ttk i% it
TREFBATE , B X RNS-CKKS 5 & 0% 3t 213k

FR3 ASICEIELE R

X b SCHik 17 it | Radix log,(q) | Freq Gate/M Area/mm? Cycle/M TPG TPA
SCHR[19] | 90 nm CMOS | NTT 16 64 370 23 — 0.139 0.49 —
SCHR[20] 12 nm CMOS | NTT 256 32 2000 — 16 0.022 — 11.88
40 nm CMOS | NTT 500 6.55 4.25 0.018 6 17.25 26.56
SCHR[21] 16 64
90 nm CMOS | TFG 200 1.45 4.12 0.018 6 31 10.96
NTT 16 60 571 1.89 3.40 0.016 4 72.44 40.27
A3 40 nm CMOS
TFG 16 60 571 0.60 1.09 0.016 4 228.18 125.60
E:TPA: Throughput per square millimeter;TPG : Throughput per gate.
HITIER T EASIC RS RALF A 7 G5

5 HABAR I TAER L, b T B 4 b 5 30 JLAR (R A ¢
WFFEHEAT HEXF, oA TR T4 47 i I A AR 3 2T 19 %%
TFSZEL T I 8 B/ B NTT A SRR . SCHk [ 19 ] R B
Fe AR S5 H , RIS #E T RS R 90U, 76 TFG 11T
b ZSCHERATAE BN e G TR, Il A R s I
BT BT e R, SRR A BT R, 5%
SCHERAR L, AR SCTPGAEAS 2 1 i 4 . 7 5 3Gk 20 ]9
X Head AR e, SR T R T R I B LA, 3 3 SRR 11 3L
BR[20] 1 TPA (24541 40 nm T2 5 12 nm T 20 1t
Bl R T I0— b5 T R 25 5 5% SR E, AR SO
T TPA(EHE = T 445 . SCRk[21 B33 B 5 4R SC
AHIE 76 TFG At E i RIFE(E A T 154> ModMult BT,
BT ModMult Foc 2 4h, 7E3Z3CHk b, H B HeFs 711
A R R TN 2%, S ECTRG iR AR T R SR s
PO G0 RE A B PRI R A SO T A B A e Y T
A T B8 IR AR B A8E 3R B o i, BRI NTT S TFG
BB A T ScEk [ 21 B T ar a8, Hodr,
NTT # AR 5) TPGAEHET; T 35631 5 A%, TFG ¥ TPG A
T 745

AR SCTAT ) 4 [R) 25 0% NTT W0 TR 42 T
— P AR A i R T R RS T —
AR A B e F% 7 & A4, BRAIR T e % IR 7 I A7 i
THFE, D8/ T T e DN - (AR S 0T 3R G A 3R 1Y 5
[ B, 35 T 0 2 ek R T B 1 Al Ry 4 ) 2 o o v A ofe
FI TR T A B BT EEL .
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